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1. Administration overview
This guide is for Apex operators and demonstration tenant administrators. It covers tenant/user/role
administration, the demo reset, queue and scheduler health, backups and the known limits of the
demonstration hosting.
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S002 — Demonstration roles and sign-in details (desktop, —, role: Guest (public))
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2. Tenant administration
Tenants are provisioned by the platform (TenantProvisioner) with the thirteen-role set and default grants.
Suspension exists as a status; deletion is intentionally blocked by database constraints and has no demo
pathway.
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3. Users and roles
Each user belongs to one tenant and holds roles; roles hold permissions; every authorization check asks
about a permission. The Roles screen shows per-role permission and user counts.

S019 — Permission matrix editor for one role (desktop, Star Laboratories Demo, role: Tenant Administrator)
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4. Permissions and the GRANTS-NOTHING warning
A role with zero permissions silently does nothing — the platform therefore flags it in red on the Roles
screen and the provisioner reports unconfigured roles. Configure a role before assigning people to it. In
demo mode the Tenant Administrator role's grants are locked so public visitors cannot brick the demo.

S019 — Permission matrix editor for one role (desktop, Star Laboratories Demo, role: Tenant Administrator)
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5. Reference data
The permission catalogue and status/type registries live in versioned config and are seeded idempotently;
amx:verify  counts them on the live database after every migration or reset — a migration that "ran"

proves nothing about data.
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6. Demo accounts and reset
All demo accounts use non-deliverable .test  addresses and a deployment-time password
( AMX_DEMO_PASSWORD ). The deterministic reset ( php artisan amx:demo-reset ) backs up, deletes
only records of tenants flagged as demo, reseeds three tenants with full coverage, recreates accounts and
verifies — refusing to run outside demo mode. Scheduled nightly 03:00 Asia/Karachi; emergency script:
reset-demo-maintaxis.sh .
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7. Queue health and scheduler
Queues run on the database driver drained by a per-minute cron wrapper that names every queue — a job
on an unnamed queue never runs and never errors, so the wrapper's queue list changes in the same
commit as any new queue name. amx:verify  reports pending/failed depth, oldest job and orphan
queues. The scheduler is a second per-minute wrapper.

S023 — Per-user feed with real delivery states (sent / failed / queued) (desktop, Star Laboratories Demo, role: Technician)
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8. Audit review
The audit screen filters by action and entity; platform administrators see all tenants, tenant users only their
own. Entries are append-only at the model layer.

S020 — Append-only audit trail with filters (desktop, Star Laboratories Demo, role: Tenant Administrator)
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9. Storage, backups and restore
Attachments live under per-tenant folders outside every web root. Nightly backups dump the database and
tenant storage with 7-day retention; restores are typed-confirmation scripts that finish by re-running
verification and counting restored rows — an untested backup is treated as no backup.
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10. Deployment verification
Deploys pin an exact commit, back up first, migrate, seed reference data, run amx:verify , rebuild caches
in order and write a manifest. External verification uses cache-busted curl after a CDN flush; sensitive paths
must answer 403/404.
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11. Safe configuration
Demo hosts run APP_DEBUG=false , secure cookies, log-only mail, least-privilege DB users and no
production credentials of any kind. The application key is never displayed in any screen.
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12. Known Hostinger limitations
Shared hosting has no persistent workers (queue latency up to ~1 minute), no Redis, per-minute cron floor,
a CDN that must be flushed and verified with cache-busters, and hPanel-only subdomain/SSL/cron
administration. These are demo-hosting limits, not product limits.
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13. Troubleshooting
Reset failed? Read storage/logs/demo-reset.log — the pre-reset backup aborts the run if it fails. Queue
stuck? Check the cron wrapper log and the orphan-queue check in amx:verify . Verification red? Every
FAIL line names its check; fix data, not the messenger.
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